ssdgeware Enhance and Secure Outlook Web Access

¢, NavGuard

“!V Prevent Unauthorized Access to OWA Accounts “With NavGuard installed, from
the moment a user tries to
navigate away from their OWA
session it’s like a steel door

Users can expose their OWA accounts to unathorized users by navigating away from an active OWA
session on a public computer. NavGuard prevents users from navigating away from their OWA session
without first prompting them to either logoff or return to their OWA session. ISA 2006 no longer

provides the option to automatically logoff users who navigate away from active OWA sessions, ST SIS
making NavGuard a critical solution to securing Outlook Web Access. - Jim Ferguson
@ Protects OWA accounts from unauthorized access E:ggﬁ:ge btz

@ Extends the security provided by forms based on authentication (FBA) and ISA
to offer total protection for OWA users

..... Product Features.....................................................................................................

® Navigation protection
Prompts a user when they have navigated away from their active OWA session, giving the option to either return to the OWA session or
log off

® Extends security provided by FBA and 3rd party products
NavGuard extends the security provided by forms based authentication (FBA) and 3rd party products to offer total protection for OWA
users

® Extra layer of security over SSL alone
NavGuard provides an extra level of security over and above SSL - SSL protects data, NavGuard protects user accounts

Messageware NaviGuard for
Microsoft Office Outlook Web Access

Mavigation away from Outlook Web Access detected.
Select Log Off o continue.
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< The user is prompted to act when they have navigated away
from an active OWA session
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